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Start of Networking Unit

∙ End of midterm content (this lecture is not tested on the midterm)
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Network Security

• Today: background in networking, so we can explore 
network security for next 3 weeks


• Speed running a month of networking in one lecture, so I’ll focus on aspects 
that are security-relevant


• Please ask questions when things are unclear!
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Protocols

• A protocol is an agreement on how to communicate

• Includes syntax and semantics


• How a communication is specified & structured

• Format, order messages are sent and received


• What a communication means

• Actions taken when transmitting, receiving, or timer expires


• E.g.: making a comment in lecture?

1. Raise your hand.

2. Wait to be called on.

3. Or: wait for speaker to pause and vocalize

4. If unrecognized (after timeout): vocalize w/ “excuse me” 

8
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What is the goal of the Internet?

∙ Move data from one location to another
∙ Analogy: I write a message on a piece of paper. How do I send 

this message to you?
∙ Solution: Postal system
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Building block 1: something that moves

∙ Mailman, Pony Express, carrier pigeon, etc.

Are pigeons faster than the Internet?
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Building block 1: something that moves

∙ The Internet is built on technology that moves bits across space
∙ Voltages on wires, wireless technology, radio waves, etc.
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Building block 2: talking to the apartment complex

∙ Using building block 1, we can link up people within a local 
apartment complex

∙ Forms a local area network (LAN)

Building block 1: wires

Building block 2: local network 
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Local-Area Networks

4

point-to-point shared

How does computer A send a 
message to computer C?

A C
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Local-Area Networks  (LAN): Packets

5

Source: A 
Destination: C 
Message: Hello world!

CA

Hello world!

A C Hello world!
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Building block 3: Post offices

∙ A post office connects two or more apartment complexes
∙ Forms a wide area network

Building block 1: wires

Building block 3: wide area network

Building block 2: local network 
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Wide-Area Networks

6

How do we connect two LANs?router

C

A
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Wide-Area Networks

7

How do we connect two LANs?router

C.comA.com

Hello world!

A R

A

C
C.comA.com

Hello world!

R C

C.comA.com

Hello world!
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MAC Addresses

∙ Machines on LANs have unique MAC Addresses
∙ Not to be confused with MAC (message authentication code) from 

crypto
∙ Like apartment numbers: useless for global addressing!

Building block 1: wires

Building block 2: local network 

Apt. 1 Apt. 2 Apt. 3 Apt. 4
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Building block 3: The Internet

∙ Connect the entire world using post offices
∙ Messages may pass through multiple post offices beforereaching 

destination

Building block 1: wires

Building block 3: the Internet

Building block 2:
local network 
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Hop-By-Hop vs. End-to-End Layers

27

Host A

Host B
Host E

Host D

Host C

Router 1 Router 2
Router 3

Router 4

Router 5

Router 6 Router 7

Host A communicates with Host D 
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IP Addresses

∙ Global addressing – each IP is unique in the entire world
∙ Not to be confused with MAC addresses (local addressing)

Building block 1: wires

Building block 3: the Internet

Building block 2:
local network 

This apartment has IP 
address 1:2:3:4. No other 
apartment in the world has 
this IP address.

It also has a MAC address, 
which is only useful for 
addressing it within the 
local network (red box).
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Layers of abstraction

∙ A change in layer 1 implementation (wireless instead of wires) 
doesn’t affect the other layers

∙ A change in layer 2 protocols doesn’t affect the other layers

Layer 3: Connect many local networks to form a global network
Layer 2: Create links in a local area
Layer 1: Move bits across space
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Layering

• Internet design is partitioned into layers

• Each layer relies on services provided by next layer below …

• … and provides services to layer above it


• Analogy:

• Consider structure of an 

application you’ve written 
and the “services” each 
layer relies on / provides

11

Code You Write

Run-Time Library

System Calls

Device Drivers

Voltage Levels / 
Magnetic Domains}Fully 

isolated 
from user 
programs
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Internet Layering (“Protocol Stack”)

17

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1
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Layer 1: Physical Layer

18

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1

Encoding bits to send them 
over a single physical link

   e.g. patterns of 
     voltage levels / 
     photon intensities / 
     RF modulation



Computer Science 161 Spring 2020 Popa and Wagner

Layer 2: Link Layer

19

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1

Framing and transmission of a 
collection of bits into individual 
messages sent across a single 
“subnetwork” (one physical 
technology) 

Might involve multiple physical 
links (e.g., modern Ethernet) 

Often technology supports 
broadcast transmission (every 
“node” connected to subnet 
receives)
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Layer 3: (Inter)Network Layer (IP)

20

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1

Bridges multiple “subnets” to 
provide end-to-end internet 
connectivity between nodes 
• Provides global addressing


Works across different link 
technologies

}Different for each 
Internet “hop”
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Packets and The Network

• Modern networks break communications up into packets

• For our purposes, packets contain a variable amount of data up to a 

maximum specified by the particular network


• The sending computer breaks up the message and the 
receiving computer puts it back together


• So the software doesn’t actually see the packets per-se

• Network itself is packet switched: sending each packet on towards its next 

destination

13
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Reliability

• Packets are received correctly or not at all, if random 
errors occur 


• Packets have a checksum

• No guarantees if adversary modifies packets (no cryptographic MACs)


• Packets may be unreliable and “dropped”

• It’s up to higher-level protocols to make the connection reliable

14
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Self-Contained IP Packet Format

10

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification
3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Payload (remainder of message) 
. 
. 
. 
. 
.

Header is like a 
letter envelope: 
contains all info 
needed for 
delivery

IP = Internet Protocol
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IPv4 Packet Structure

(IP version 6 is different)

31

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification 3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload
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IP Packet Structure

32

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification 3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload

Specifies the length of the entire 
IP packet: bytes in this header 
plus bytes in the Payload
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IP Packet Structure

33

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification 3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload

Specifies how to interpret the start 
of the Payload, which is the 
header of a Transport Protocol 
such as TCP (6) or UDP (17)
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IP Packet Structure

34

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification 3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 6 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Start of TCP Header

Specifies how to interpret the start 
of the Payload, which is the 
header of a Transport Protocol 
such as TCP (6) or UDP (17)
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IP Packet Structure

35

4-bit 
Version

4-bit 
Header 
Length

8-bit 
Type of Service 

(TOS)
16-bit Total Length (Bytes)

16-bit Identification 3-bit 
Flags 13-bit Fragment Offset

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

Payload
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IP Packet Header - IP addresses

• Source address (32 bits)

• Unique identifier/locator for the sending host

• Recipient can decide whether to accept packet

• Enables recipient to send reply back to source


• Destination address (32 bits)

• Unique identifier/locator for the receiving host

• Allows each node to make forwarding decisions

36
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Postal Envelopes:

37

(Post office doesn’t 
look at the letter 
inside the envelope)
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Analogy of IP to Postal Envelopes:

38

(Routers don’t look at 
the payload beyond 
the IP header)

IP source 
address

IP destination 
address
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Layers of abstraction

Alice

I’m hungry.
Bob
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Layers of abstraction

Alice

I’m hungry.

Send to: Bob

Bob
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Layers of abstraction

Alice
Bob

I’m hungry.

Send to: Bob

Mail to: 123 Bob St
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Layers of abstraction

Alice
Bob

I’m hungry.

Send to: Bob

Mail to: 123 Bob St
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Layers of abstraction

Alice
Bob

I’m hungry.

Send to: Bob
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Layers of abstraction

Alice
Bob

I’m hungry.
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Layers of abstraction

∙ As you move to lower layers, we wrap additional headers around 
the message

∙ As you move to higher layers, you peel off headers around the 
message

I’m hungry.

Send to: Bob

Mail to: 123 Bob St

I’m hungry.

Send to: Bob

I’m hungry.

Lower layer, 
more headers

Higher layer, 
fewer headers
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Internet Layering (“Protocol Stack”/“OSI Model”)

12

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1

Note on a point of potential confusion: these 
diagrams are always drawn with lower layers 
below higher layers … 

But diagrams showing the layouts of packets 
are often the opposite, with the lower layers 
at the top since their headers precede those 
for higher layers 


(And nobody remembers what layers 5 and 6 
are for (“Session” and “Presentation) for the 
trivia buffs because they aren’t really used)


(also, layer 8 is a “joke”, but really is 
important)

People & Politics8
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Horizontal View of a Single Packet

15

Link Layer 
Header

(Inter)Network 
Layer Header 

(IP)

Transport 
Layer 

Header

First bit transmitted

Application Data: structure 
depends on the application …
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Vertical View of a Single Packet

16

Link Layer Header

(Inter)Network Layer 
Header (IP)

Transport Layer Header

First bit transmitted

Application Data: 
structure depends on the 

application 
. 
. 
. 
. 
. 
. 
.
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Network is Dumb

• Original Internet design: interior nodes (“routers”) have no 
knowledge* of ongoing connections going through them


• Not how you picture the telephone system works 
– Which internally tracks all of the active voice calls 

• Instead: the postal system!

• Each Internet message (“packet”) self-contained

• Interior routers look at destination address to forward

• If you want smarts, build it “end-to-end”, not “hop-by-hop”

• Buys simplicity & robustness at the cost of shifting complexity into end systems


* Today’s Internet is full of hacks that violate this
9
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IP: “Best Effort ” Packet Delivery

• Routers inspect destination address, locate “next hop” in 
forwarding table


• Address = ~unique identifier/locator for the receiving host


• Only provides a “I’ll give it a try” delivery service:

• Packets may be lost

• Packets may be corrupted

• Packets may be delivered out of order

39

source

destination

IP network
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“Best Effort” is Lame!  What to do?

• It’s the job of our Transport (layer 4) protocols to build 
services our apps need out of IP’s modest layer-3 service

40
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“Best Effort” is Lame!  What to do?

• #1 workhorse: TCP (Transmission Control Protocol)

• Service provided by TCP:

• Connection oriented (explicit set-up / tear-down)

• End hosts (processes) can have multiple concurrent long-lived communication


• Reliable, in-order, byte-stream delivery 
• Robust detection & retransmission of lost data

41

Application

Transport

(Inter)Network

Link

Physical

7

4

3

2

1
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TCP “Bytestream” Service

4

B
yte 0

B
yte 1

B
yte 2

B
yte 3

B
yte 0

B
yte 1

B
yte 2

B
yte 3

Process A on host H1

Process B 
on host H2

B
yte 80

B
yte 80

Hosts don’t ever see packet boundaries, lost 
or corrupted packets, retransmissions, etc. 
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Bidirectional communication:

5

B
yte 0

B
yte 1

B
yte 2

B
yte 3

B
yte 0

B
yte 1

B
yte 2

B
yte 3

Process B on host H2

Process A 
on host H1

B
yte 73

B
yte 73

There are two separate bytestreams, one in each 
direction
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Ports: Analogy

∙ Alice is pen pals with Carol. Alice’s roommate Bob is also pen 
pals with Carol.

∙ Carol’s replies are addressed to the same global (IP) address. 
How to tell which letters are for Bob and which are for Alice?
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Ports: Analogy

∙ Solution: Add a room number (port) inside the letter.
∙ In private homes like Alice/Bob, the port numbers are 

meaningless.
∙ In a public office (server) like Cory Hall, the port numbers are 

constant and known.
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IP header: send to: 1.2.3.4

Ports

∙ Ports help us distinguish between different applications on a 
computer or server

∙ Remember: TCP is built on top of IP, so the IP address is still 
there

I’m hungry.

TCP header: send to: port 80
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TCP Header

6

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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TCP Header

7

Ports are 
associated 
with OS 
processes

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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TCP Header

8

Ports are 
associated 
with OS 
processes

IP source & destination 
addresses plus TCP 
source and destination 
ports uniquely identifies 
a TCP connection

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

(IP Header)

(Link Layer Header)
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TCP Header

9

Ports are 
associated 
with OS 
processes

IP source & destination 
addresses plus TCP 
source and destination 
ports uniquely identifies 
a TCP connection

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
Some port numbers are 
“well known” / reserved 
e.g. port 80 = HTTP
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TCP Header

10

Starting 
sequence 
number (byte 
offset) of data 
carried in this 
packet

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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TCP Header

11

Starting 
sequence 
number (byte 
offset) of data 
carried in this 
packet

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

Byte streams 
numbered 
independently in 
each direction
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TCP Header

12

Starting 
sequence 
number (byte 
offset) of data 
carried in this 
packet

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data

Byte stream 
numbered 
independently in 
each direction

Sequence number assigned to start of 
byte stream is picked when 
connection begins; doesn’t start at 0
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TCP Header

13

Acknowledgment 
gives seq # just 
beyond highest 
seq. received in 
order. 

If sender sends 
N bytestream 
bytes starting at 
seq S then “ack” 
for it will be S+N.

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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Sequence Numbers

14

Host A

Host B

TCP Data

TCP Data

TCP  
HDR

TCP  
HDR

ISN (initial sequence number)

Sequence 
number from A 

= 1st byte of 
data

ACK sequence 
number from B 

= next 
expected byte
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TCP Header

15

Uses include:  

acknowledging 
data (“ACK”)  

setting up (“SYN”) 
and closing 
connections 
(“FIN” and “RST”)

Source port Destination port

Sequence number

Acknowledgment

Advertised windowHdrLen Flags0

Checksum Urgent pointer

Options (variable)

Data
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Establishing a TCP Connection

16

SYN

SYN+ACK

ACK

A B

Data
Data

• Three-way handshake to establish connection

• Host A sends a SYN (open; “synchronize sequence numbers”) 

to host B

• Host B returns a SYN acknowledgment (SYN+ACK)

• Host A sends an ACK to acknowledge the SYN+ACK

Each host tells its Initial 
Sequence Number 

(ISN) to the other host.

(Spec says to pick based on 
local clock)
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Timing Diagram: 3-Way Handshaking

17

Client (initiator)

Server

SYN, SeqNum = x

SYN + ACK, SeqNum = y, Ack = x + 1

ACK, Ack = y + 1

Active 
Open

Passive 
Open

connect()

listen()

accept(
)

Different starting initial 
sequence numbers 

(ISNs) in each direction
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UDP

∙ UDP (User Datagram Protocol) is an alternative to TCP
∙ At the transport layer (layer 4), you have to choose TCP or UDP
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UDP

∙ UDP offers no reliability guarantees (still best-effort), but it adds 

ports

∙ Benefit: much faster than TCP (no handshake required)

∙ UDP header:

0 16-bit source port 16-bit destination port

32 16-bit length field 16-bit checksum

64 Payload: arbitrary data
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Networking Roadmap

Layer Protocols

7. Application Web security

4.5. Secure transport TLS

4. Transport TCP, UDP

3. Internet IP

2. Link

1. Physical

Protocols

Connect for the first 

time
DHCP

Convert hostname to 

IP address
DNS, DNSSEC

Extra protocols

Today’s lecture


